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Can You Trust GPS Position & Time Data?

Yes, You can...
...But Need to Verity

Because of Spoofing Issues
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What is Location Spoofing?

* Falsify Location Data as If it were True Location

P —
SAMSUNG

Where is it?
Tokyo or Hawaii?

, This movie is all
Spoofer about GPS Spoofing
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Software-Based GPS Signal Generator (Spoofer?)

Transmit
Signal
Digital
S.e I.ECt Generate Adjust Signal Dlg!tal '/a 1Q Signal Digital to Analog
% Visible g Signal Output > Signal (D/A) Conversion
Satellites & Power Output fs = 26MHz
' 1 A/D = 12bit
Digital Signal Antenna
Properties Gain
(Sampling Freq, Pattern
Bit Rate, IF etc)
“ Software g

Software Source available from Dr. Ebinuma, Chubu University |
/- GPSL1C/A

/

7 £=1575.42MHz

Signal Generation
Digital 1Q

Signal
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What is GPS Signal Authentication?

* To authenticate or verify that a GPS signal in the receiver is

actually from a@PS sate@a

Is this GPS Signal from
a GPS Satellite or a
Spoofer / Simulator?

Spoofer or Simulator

GPS Signal Authentication is necessary to detect SPOOF Signals
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GPS Spoofing in Black Sea?

24% June 2017
A GPS spoofing attack in June, involving
over 20 vessels in the Black Sea, has been
reported. Probably the first off:c:al record
of spoofing. More..........
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Black Sea

June 22nd 00:00

https://www.rin.org.uk/newsitem/4969/GPS-Spoofing-in-Black-Sea
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SPOOFing a Car: Is he driving the car?

ine Se STECEIVEU DY GNSS

Visigle Satellites !
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Nhy Authentication or Anti-Spoofing is Necessary ?

Insurance

Pay-As-You-
Drive
b .
Importance of

Authentication

Alternate for
Fuel Tax
Collection
Secured
( Transport of

Dangerous
Goods
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ISO/TC204 WG-18

* Discussions in ISO/TC-204, WG18
* To Draft regulations for ITS-S related with PVT Data

i

Iso.org

*__

1 (o] International Organization for Standardization
Great things happen when the world agrees

Standards All about ISO Taking part Store Q

Who develops standards ~ Deliverables Get involved Resources

# Taking part © Who develops standards -+ Technical Committees » 1SO/TC 204

ISO/TC 204

Intelligent transport systems

About .
Quick links

Secretariat: ANSI
& Work programme

AL Secretary: Mr Adrian Guan
Drafts and new work items

e
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SBAS Signal Authentication

* New SBAS Signals (L5 Band) can also be
Authenticated without modifying the current
signal structure.

*|CAQO is already highlighting the necessity and
importance of SBAS Signal Authentication

* New regulations that will require to Authenticate SBAS
Signals for Anti-spoofing will emerge
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We or You can solve the problem of Spoofing
by Signal Authentication
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Concept of Signal Authentication or Anti-Spoofing

Simply, Broadcast a Digital Signature Data
from QZSS Navigation Message

Slide : 12



Csi

Center for Spatial Information Science
The University of Tokyo

Authentication System Architecture

e
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Space Segmenst

GPS
='-

—— I/F

GNSS Monitoring
Stations in Japan
and ASEAN

Countries NAV Data Bits from

QZSS Monitoring Stations

Authentication
Data Center (ADC)

I/F >

QZSS Control
Station

Digital Signature Data
for Authentication

N\
RN

Recei

| —— USER
A
Marine /AlS

===

Aviation / WAAS

User Segment

ITS / ADAS

Railway
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Authentication System: Control Segment Development

Qzss
Monitoring Stations

Interface to upload
Encrypted Digital Signature
via L1S Message to e
QZSS Control System

Get a Portion of NAV
Data Bits
from visible GPS, QZSS

A 4

Interface to access
QZSS monitoring stations
and receive NAV Data

Digital Signature Data Generation

Make Encrypt Make L1S
> RAND »  Hash »  RAND Data = » NAV MS6
(Digital Signature) 250bit
Reference B
Authentication ADC Generate | € ‘ x:l\je Allt_éz
NAV Data Server Keys

250bit

QZSS MCS

Interface to upload Public Key
via L1S Message to
QZSS Control System
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Digital Signature
Generation for
Authentication

M3 GNSS Signal Authentication

Control System for GPS/QZSS/GAL/BDS Authentication

!  TestData  Receiver Connection  File Input

B Communication Setup File Qutput
‘ Serial, COM13 ;
i Output File: GE/GNSS_AUTH_bin_20180122/GNSS_AUTH_2018 3_20_20_7 S.log Stop
! Configure | Disconnect -
I
'ﬁ : z Latitude: 31.4081688° S

GPS  QzSs  Galileo  BeiDou Lonaitude: 64.5038372° W

- Elevation: 724.600m

Satellite ID 25 Time: 11:10:15 UTC

Subframe No. 5 3308, —
¢ TOW 213030 P 35
i RAND 45569A5E7FESDBS88119
i HASH F24D7158C@1F2AE3CCD668FSDD7192038C9917AC

Private Key 25339F41CB4A052C6732D809CGTREBE98666484CSDCALESS

Public Key X B28EE26AD56706AE7582E08F81F4F7B9ABDSFSOCESLLIAERC

Public Key Y @3FFCC3B46983A92E3(D2A29B5E8451844939C23E8CARRTF

Signature @BSE278A24513BEFOEEFDOGS54E180061B013C0B392443BF1B@85C540E9B4EFE74
L1S Message 530419ACSB89E289144EFBE7FBF41955F8E@O186C04FB2CE491QEFDCI13BCO
L55-A Message 530419ACSBB9E289144EFBE7FBF41955FBERO186C04F02CE4910EFDCO13BCO
L55-B Message

e —— e

< >

L6E-MADOCA (Frame: 24, Satellites: )

C0400000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 COOOO000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 000DO0000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 0O0DOEDGD

i L6E-CLAS: .

-\ Bytes Received:241838

H UK °F
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%bentication System: User Segment
B

< . . .
>/, Digital Signature
v g for Authentication

Make RAND
> From L1C/A MHSGGShA
NAV MSG
Check HASH
MSG A & B
GNSS Receiver J
Get Digital - -
oA=L SN AVEN 50 Y Authentication OK
Else
- | Get KEY Authentication Fails
o from ADC
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Prototype Anti-Spoofing Receiver

-‘= \;zss
\ QZSS Signal with

L1C/A §’ Digital Signature
D for Authentication

Lis

Tablet | —— Request for KEY —>
f GNSS L > o Provide KEY &
L Receiver J Connect ver.:1.0] ¥ Other Services
through
oTG WiFi Link Authentication
Cable Data Center

(Service Provider)
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Real-time Authent|cat|on est by Car Driving
= 'ATHC(P24ST : 2 pem=t X
= C ‘ =Y - : d
’,I ’l e X e\ B\ . X|| ATHP:193/5:1
. B a &.»iATH/pQst . : - cmaey ATH/P:28/S:2 Variable Value
‘ATH/P 2N \-‘ \) ‘ T Variable Value TIME J [}'-';23:53_
I lmwp!a ) Yy | Variable  |[Value TIME  |[0728:57 PRND |93
— : TIME 07:28:36 PRN_D |28 NOof3AT 1P
PRND  |]24 NOofSAT | LONGITUDE
RGP | NOof SAT |5 LONGITUDE LATITUDE |
(FIRIEiEl LONGITUDE LATITUDE 10DC |
Y P  ATITUDE DIST T(m] |[1034.32
P JATHIR:12/S:1 10DC DIST T[m] DIST_P[m] ||4.25
&TH /P5/S:3 ; ¥ |[DIST_T[m] |[[1026.66 DIST P[m] |[341 SIATUS ]

Directions: To here - From here

| |[DIST Plm] |[5.157 STATUS 2 Directions: To here - From here
. \ STATUS 1

@AT H/p 20/S:1

Directions: To here - From here
ATH/P:28/S:

FATH/P:24/S:1

©2016 ZENRIN

Authentication Signal is broadcasted from QZSS L1S signal for 3
months on various occasions for Live Authentication Test.
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* QZSS Signals can be used to Authenticate GPS

* Other GNSS signals can also be authenticated
* GALILEO, BEIDOU etc

*This method can be implemented without any
iImpact on HW

* Only Software/Firmware modifications are required
control and user systems
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Recommendation

Please include SPOOFING and
ANTI-SPOOFING Issues in ICG IDM WG
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Additional Information

Please visit website at
http://www.csis.u-tokyo.ac.jp/~dinesh/
Or Contact:
dinesh@csis.u-tokyo.ac.jp
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Falsification of location data puts lives at stake in digital age
GPS spoofing poses risk of |
future havoc, expert warns |
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Poses Risk of Future Havoc

GPS 'Spoofing' is No Joke: Dangers of GPS Data
Hacking Realized

GNSS spoofing will attain virus
status, warns expert — GPS Wo

Hacking Global Positioning System with GPS
‘Spoofing’ Can Lead To Fatalities
http://www.techworm.net/2016/11/gps-spoofing-

dangers-gps-data-hacking.html

Dangers of GPS spoofing and hacking for location
based services

Faking of GPS Data a growing and potentially

lethal danger — The Japan Times, FB

Dinesh Manandhar, CSIS, The University of Tokyo, dinesh@iis.u-tokyo.ac.jp Slide : 23
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Japan Supreme Court Ruling: GPS Tracking is lllegal without Warrant

15t March 2017

New rules might be
implemented to make
GPS tracking legal with warrant

But, there is also
fear of GPS Signal Spoofing.

Dinesh G P SERERNAD LEFHIRNEVESNRSHKNEE, PRI, FESBHIFIR—150FEK., BEETREX (HE=EP) ide : 24
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Spoofing Methods

e

Spoofing Level 0
Self-Spoofing

Receiver and Spoofer directly
connected by cable

Real Signal not Present

GNSS
| Receiver

SPOOFER

Spoofing Level 1
Self-Spoofing

Receiver and Spoofer
directly connected by cable

Real Signal Present

GNSS
Antenna
)
P> GNSS
Receiver
SPOOFER

Spoofing Level 2
Self-Spoofing or 3™ Party Spoofing

Over-the-Air Spoof Signal Transmission

Real Signal Present

Spoofer GNSS
Antenna Antenna

— )=

GNSS
Receiver

\ 4

SPOOFER
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How to get Anti-Spoofing Solutions?

* Encrypt PRN Codes

Similar to GPS P(Y) Code

Very Secure but not a practical solution for normal operation
Can’t use for existing signals

Requires signal modification

All applications do not need Anti-Spoofing protection

* Encrypt Navigation Message (NAM: Navigation Message Authenticate)

Secure but position output always requires decryption of navigation data
Not a practical solution for normal operation

All applications do not need anti-spoofing protection

Requires signal modification

* Broadcast Digital Signature in Navigation Message

Broadcast a Digital Signature based on the Satellite Signal that need to be authenticated
Very practical solution

Need to verify only when required

Can be used for existing signals

No impact on Hardware. Only software modification

e
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